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ABSTRACT

As 10T devices multiply and produce vast volumes of data, there
is a heightened demand for instantaneous data processing. How-
ever, traditional cloud computing cannot adequately address these
demands due to its latency and bandwidth limitations. Edge com-
puting has emerged as a viable alternative with a hierarchical de-
ployment of datacenters. However, this introduces additional layers
of infrastructure and management that increase application de-
velopment complexity. Using a shared file system is an attractive
method for enhancing communication between components in an
edge computing application.

In this paper we introduce PathFS, a shared file system designed
for the hierarchical edge-cloud infrastructure. PathFS adopts a tree-
like structure, with cloud datacenters at the root, edge datacenters
as leaves, and a variable number of network datacenters in between.
We evaluate PathFS through benchmarks on an emulated hierarchi-
cal edge deployment and compare it with NFS and ownCloud. The
results show that PathFS offers lower latency than these systems
by an order of magnitude, and scales to a larger number of concur-
rent clients without performance impacts, providing an end-to-end
latency reduction of at least 80%.
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1 INTRODUCTION

Interconnected Internet of Things devices, including sensors, smart-
phones, and cameras are expected to generate 79.4 Zettabytes of
data in 2025 [21]. This surge in data generation is accompanied
by a growing demand for data processing. Relying solely on cloud
computing for these tasks is inadequate due to issues of latency and
bandwidth utilization. In response, edge computing has emerged
as a viable alternative. It involves deploying a hierarchical network
of datacenters between the wide-area cloud and end-user devices,
enabling the exploitation of geographic proximity for efficient com-
putation and storage access [28].

The hierarchical deployment of datacenters introduces additional
layers of infrastructure and management that increase application
development complexity. A shared file system presents an appealing
approach to facilitate interaction among components within an
edge computing application. The file system APl is present in nearly
all modern operating systems and devices, providing a standardized
set of functions and protocols for managing files and directories.

Unfortunately, existing distributed file systems, such as NFS [22],
AFS [10], Coda [12], HDFS [26], BlueFS [19], ownCloud [5], Hy-
dra [29], and IPFS [4] are not well-suited for hierarchical edge de-
ployments. First, many of these systems are primarily designed
for datacenters or local area networks, where low latency and
high bandwidth are prevalent. In contrast, edge networks expe-
rience higher latency and limited bandwidth, making traditional
distributed systems inefficient in this context. Second, these systems
assume a flat topology or homogenous servers. Edge deployments,
however, are hierarchical and available resources gradually decrease
as we descend the hierarchy. Third, several of these systems are
based on peer-to-peer approaches that require data to be accessed
across the wide area (e.g., IPFS), which is not compatible with edge
applications that require low latency. Finally, systems such as Coda
and ownCloud support clients with limited (and intermittent) con-
nectivity; however, these systems assume a single layer of strongly
connected servers, which is not realistic for edge deployment given
the large number of datacenters involved and their placement.

We introduce PathFS, a new distributed file system designed
for hierarchical edge deployments, such as the one presented in
Figure 1. PathFS adopts a tree-like structure, with cloud datacenters
at the root, edge datacenters as leaves, and a variable number of
network datacenters in between. PathFS ensures low-latency data
access by enabling efficient local reads and writes. Moreover, PathFS
addresses the limited storage capacity in lower hierarchy levels by
employing on-demand partial replication; files are persisted at the
root of the hierarchy (i.e., the cloud) with additional layers acting
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as temporary caches. Our system supports a large replication factor
via an eventual consistency model and leveraging the hierarchical
nature of the deployment to minimize replica-tracking overhead.
Finally, PathFS enables efficient communication among distributed
processes through an event notification mechanism, eliminating
polling, and enhancing overall system efficiency.

We implemented PathFS using Pathstore [18], a datastore for
hierarchical edge deployments. PathFS provides a file system inter-
face based on FUSE integration. Moreover, PathFS implements a
distributed event notification mechanism using the inotify API [3]
enabling efficient coordination between geo-distributed applica-
tions. We evaluated PathFS in a simulated hierarchical edge setup in
multiple AWS datacenters. We compared PathFS with NFS [20] and
ownCloud [5], an open-source clone of Dropbox. Our evaluation
shows that PathFS’ hierarchical design coupled with its event notifi-
cation system, effectively minimizes end-to-end delays by localizing
communication and negating the need for polling. Compared to
NFS or ownCloud, PathFS reduces the latency between sensors and
monitoring tasks by at least 80%.

In summary, this paper makes the following contributions:

o Identifies a list of requirements that a file system for the edge
needs to satisfy. (Section 3)

o Presents PathFS, the first distributed file system which (1)
leverages the multi-layer topology of hierarchical edge de-
ployments and (2) provides support for distributed inotify
notifications a feature which significantly reduces latency
and bandwidth consumption. (Section 4)

e An implementation and evaluation of three use cases that
experimentally quantifies the benefit of having access to a
hierarchical file system. (Section 5)

2 RELATED WORK

There are two widespread ways to provide distributed file access:
Clustered File Systems (CFS), and Distributed File Systems. In CFS,
the data is distributed on multiple machines allowing multiple
clients to gain direct disk access at the block level. Such systems
expose block devices via a storage area network protocol like
iSCSI [23], NVMe Over Fabrics [15], or fiber channels. Examples in-
clude GPFS [24], Lustre [7, 25], PVFS [8], and FaSST [11]. The main
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difference between PathFS and CFS systems lies in the assumptions
made on the deployment scenario. While CFS assume a datacenter
or high-performance computing cluster environment, PathFS was
designed to leverage the topology of the hierarchical edge.

NES [22] is one of the earliest distributed file systems, proposing
a stateless file protocol that provides fast server crash recovery.
Updated versions of NFS (e.g., NFS v4 [20]) are widely used in the
industry (e.g., Amazon, IBM, Microsoft, Oracle). The Andrew File
System (AFS) [10] and CODA [12] are other early distributed file
systems that provide an alternative design to NFS. Overall, this
design has had lower adoption than NFS. One of their key ideas
is whole-file caching on the local disk of the client machine (as
opposed to block-based caching), enabling fast subsequent reads
and writes. While this stateful caching mechanism is similar to the
on-demand replication in PathFS, these systems do not take advan-
tage of the multi-layer hierarchical edge, assuming a client-server
model. Moreover, the systems’ consistency model does not allow
for efficient streaming of continuous appends which is a common
workload in edge computing, which is optimized by PathFS.

Many filesystems and datastores have been specifically tailored
for edge deployments. The diversity of these solutions reflects the
many competing design goals they target. BlueFS [19] is a file
system designed for mobile devices that follows a client-server ar-
chitecture and considers energy cost when deciding which device it
will read from. ElfStore [16] and DynPubSub [6] use a peer-to-peer
model for device and data management. Fogstore [9] and Path-
Store [18] are storage systems built on top of the Cassandra key-
value store [13]. Fogstore provides differential consistency guar-
antees for clients, based on their context. PathStore is structured
as a hierarchy of independent object stores where the root object
store holds the entire dataset, while the other levels of the hierarchy
hold partial data replicas. We leverage concepts from PathStore in
the design of PathFS. However, substantial changes are required
to support file system semantics on top of a datacenter hierarchy,
including support for a distributed notification mechanism, conflict
detection and resolution, and FUSE integration.

3 EDGE FILE SYSTEM REQUIREMENTS

A shared file system for the edge needs to simultaneously satisfy
the following requirements:

R1: Fast reads and writes. Real-time applications running on the
edge demand low latency to ensure uninterrupted operation. For
instance, real-time analytics and machine automation heavily rely
on immediate access to data for instantaneous decision-making and
responsiveness. This is especially crucial in time-sensitive scenarios
where even a slight delay can result in significant consequences,
such as in autonomous vehicles, and augmented reality applications.
R2: Local files. In edge applications, local files are essential not
only for efficient data storage and immediate processing but also for
conserving bandwidth. By enabling data to be stored and processed
locally at an edge datacenter, the amount of data that needs to
be transmitted to a centralized server or cloud infrastructure is
significantly reduced resulting in substantial bandwidth savings.
R3:Effecient update notifications. Ably keeping track of changes
is essential for applications that rely on the file system for commu-
nication and collaboration.
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R4: Scale to a large number of datacenters. The limited cover-
age of edge computing sites requires high replication of data and
services to ensure widespread availability and reliable performance.
R5: Work with limited storage capacity. As we approach the
edge of the network, the available resources in a given datacenter
decrease, including its storage capacity. While the cloud can accom-
modate the full file system, storing it in edge datacenters becomes
impractical due to resource limitations.

R6: Support for intermittent connectivity. In edge computing,
intermittent connectivity is common due to factors like signal in-
terference, network congestion, or the mobility of edge devices.
To ensure seamless operation, a file system must support offline
operation and facilitate data recovery after network failures.

R7: Support for client mobility. For a consistent user experience
across edge locations, an edge computing file system needs to offer
session consistency, ensuring two key features: read-your-writes,
and monotonic reads, meaning once a client has viewed a value for
an object, future reads will either reflect that value or a newer one.

4 DESIGN AND IMPLEMENTATION

PathFS is structured as a hierarchy of nodes, where each node is run
in a different datacenter consisting of one or more servers. Figure 1
shows a sample, three-layer PathFS deployment. The PathFS node
at the root of the hierarchy is assumed to be persistent, while all
other levels act as ephemeral partial replicas. This approach makes
it possible to accommodate storage constraints as we get closer
to the edge of the network (R5). To provide low latency (R1), files
are replicated on demand so that read and write operations are
performed against the PathFS node nearest to a client application.
PathFS supports concurrent reads and writes on all nodes of the file
system hierarchy; updates are propagated through the hierarchy in
the background, providing eventual consistency.

Figure 2 shows the PathFS architecture. A node consists of a
local file store and the PathFS server. The local file store provides
persistent storage for objects that are temporarily replicated at a
node. In our prototype, we use Cassandra [13] as a file store. The
PathFS server handles requests from local clients, tracks file updates,
handles notifications, and copies data between its local file store
and the file store instance of its parent node. The PathFS client,
consists of the FUSE [27] and inotify wrappers, and the PathFS
driver. The client application interacts with PathFS through the
FUSE and inotify wrappers, which call on the PathFS driver.

PathFS keeps track of metadata and data separately. The PathFS
data schema is divided into two tables, one for the metadata, and one
for file data. The metadata table stores the metadata of all entries in
the file system (ie, files, directories, and symbolic links). Each entry
in the Metadata table holds a reference to the UUID of its parent
directory. We assume that the UUID belonging to the root directory
(ie, /) is known. The file data table stores the data that belongs to
each file, divided into equal blocks. Cold file entries are deprecated
periodically, preventing the continuous fetching of updates for files
that are no longer in use. In case of resource contention, we use a
simple LRU policy to free space. To enable efficient local processing
(R2), PathFS also provides local files for temporary storage. Updates
to local files are not propagated to other nodes. The PathFS driver
also integrates in-memory caches for metadata and file blocks.

57

EdgeSys *24, April 22, 2024, Athens, Greece

! Client
Kernel Space User Space
syscall - —
— Client application

| Fuse | [ motify |

Edge/Network/Cloud Node

PathFS Driver

i Metadata
! Cache

e g

S 0 t PathFS File data
ysca o SN ——
impl. : Metadata

Local File Store

Figure 2: PathFS architecture.

4.1 FUSE Integration

FUSE integration makes it possible to mount PathFS on a local
directory on the client like a standard file system. The FUSE kernel
module forwards system calls to the PathFS driver, which trans-
forms them into appropriate database queries that are sent to the
PathFS server for execution. For instance, a mkdir command on the
terminal invokes a series of system calls, such as getattr, open,
and eventually mkdir. The PathFS driver provides the implemen-
tation of these system calls. For example, mkdir will execute an
Insert query into the Metadata table with appropriate values.

To optimize performance, the PathFS driver integrates in-memory
caches for both metadata and file blocks. The metadata cache is pop-
ulated during path resolution. Similarly, the file-block cache retains
a user-configurable number of blocks for files that are presently
open. The file-block cache effectively manages the disparity in
transfer sizes between Cassandra and FUSE. Cassandra is designed
to excel in handling large data transfers, such as our deployment’s
optimal block size of 128KB. Conversely, FUSE operates by breaking
accesses into smaller 4KB chunks. This incongruity is resolved by
the file-block cache, ensuring that these smaller reads and writes
are served directly from the cache without needing communica-
tion with the PathFS server. A dirty file block is written to the
PathFS server (and Cassandra) when the cache gets full or when
an application executes a flush operation or closes the file.

4.2 On-Demand Partial Replication

To maximize the use of limited storage capacity (R5), PathFS repli-
cates data on demand when an application requests to open a file.
This replication occurs at the level of individual files. When a file
is opened for reading or updating, the PathFS server first checks if
the file exists locally. If it is not present locally, the server requests
said file from its parent node. If the file is not found at the parent
node, the request is recursively forwarded to the next ancestor
until it reaches the highest level of the hierarchy. Throughout this
process, all metadata and file data blocks associated with said file
are stored at each node along the path. When a file is opened for
writing, the replication procedure is skipped, and the file is created
locally without the need for traversing the hierarchy. Once the file
operation is completed, all subsequent reading and writing actions
on the file are handled by the local PathFS instance. The drawback
of retrieving data exclusively upon request from applications is the
noticeable delay caused by retrieving data across multiple levels
of the hierarchy. It is easy to envision alternative approaches that
proactively fetch data in anticipation of its future usage.
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4.3 Consistency Model and Update Propagation

To enable a high degree of georeplication (R4), PathFS provides op-
timistic replication with eventual consistency. All modifications are
applied locally, and a background process periodically propagates
local updates to the node’s parent, which in turn forwards them up
the hierarchy until they reach the root node. Similarly, each node
also periodically fetches updates from its parent node.

PathFS uses a write log to store changes to file data by tagging
rows in the metadata and filedata tables with a globally unique iden-
tifier. Each identifier includes a physical timestamp and the issuing
node’s unique identifier. As modifications propagate throughout
the hierarchy, PathFS uses these identifiers to order modifications.
Specifically, modifications are first ordered by their physical times-
tamp and ties are broken by their node identifier. To ensure this
ordering captures temporal order, all nodes in PathFS are required
to synchronize their physical clocks with NTP [14].

PathFS’ write log is not visible to applications. Instead, the PathFS
server automatically collects multiple versions of a row and returns
the most recent data. In the current prototype, conflicts are resolved
by a simple policy, in which the modification with the most recent
timestamp wins. Since all nodes are equipped with synchronized
clocks, this policy approximately provides last-writer wins seman-
tics, a standard concurrency model for file systems.

4.4 Update Notifications with Inotify

To make it possible for geo-distributed applications to use the file
system for coordination (R3), PathFS lets applications register to
receive notifications of file system updates. PathFS’ notification
mechanism extends the inotify monitoring API, which only sup-
ports local file systems. Applications can set watches on directories
(add/delete file) or files. An event is triggered when a watched file
or directory gets updated as a result of a local write or data propa-
gation through the hierarchy. To tolerate message loss, events are
periodically re-transmitted at most a configurable number of times
or until the server receives an acknowledgement from the client.

Applications need to add a watch for each monitored file or
directory. The watch returns a file descriptor through which the
user can read all incoming events. An event is a small structure
containing the event type (e.g., new file, change in file attributes,
etc.) and the absolute path of the affected file or directory. Once
PathFS receives the events, it forwards them to all watches that
are established on the corresponding file or directory. Events are
buffered by PathFS, so when the overridden inotify library calls
read, it returns the first unsent event from the buffer.

4.5 Fault Tolerance

PathFS can continue to serve reads for files that are locally replicated
even in the event of a network partition (R6); however, accesses to
files that are not already in the local store of the current node (and
its reachable ancestors) will fail if an ancestor becomes unreachable.
On the other hand, writes can be executed as long as the local PathFS
instance is reachable. A write returns when it is persisted in the
local file store instance, and it is guaranteed to remain stored in
the local instance until it is propagated to the parent node. A file
block is marked dirty when it is inserted into the local file store
instance. PathFS only marks the block as clean when the parent
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Figure 3: Experimental topology with round-trip latencies.

acknowledges reception and storage of the write. If there is a failure,
PathFS retries propagating the write. If a PathFS node experiences
a temporary failure, upon recovery it will retry propagating all
writes locally marked as dirty.

4.6 Client Mobility

PathFS supports client mobility (R7) by enforcing session consis-
tency when a client transitions to a different node. This ensures
that a client will always read their most recent writes, meaning
after an update the client’s ensuing reads will display either the
updated data or a more updated version. Furthermore, monotonic
reads are maintained, which means that once a client sees a value
for an object, subsequent reads will present that value or a newer
one. The method PathFS adopts to maintain session consistency
mirrors the approach utilized by SessionStore [17]. We cluster rele-
vant file system operations into sessions and monitor all the files
accessed or modified during a session. When a client shifts between
PathFS nodes, we verify that the same (or newer) versions of the
files related to their session are available on the new node before
performing any file system operations.

5 EVALUATION

We conducted our evaluation on an emulated hierarchical edge
network consisting of virtual machines deployed on different AWS
datacenters. The hierarchical topology is shown in Figure 3. The
links are labeled with the measured average round-trip latencies.
California is the cloud (root) datacenter, Ohio and Tokyo host the
network-level (core) datacenters, and Montreal, New York, and
Seoul are the edge-level datacenters. The available bandwidth be-
tween datacenters is up to 10 Gbps. The client applications run
on separate EC2 instances. The PathFS block size is set to 128KB.
We compare PathFS against NFS v4.2 [20] and ownCloud [5], an
open-source clone of Dropbox. The NFS and ownCloud servers are
deployed at the California datacenter. To experimentally quantify
the benefit of PathFS we consider three scenarios:

(1) Software distribution measures the time to deploy a new
software version. This scenario highlights the benefits of partial
replication and data locality.

(2) Object detection is a common IoT use case where multiple
cameras capture images and send them for analysis on a remote
datacenter illustrating the importance of remote notifications.

(3) Temperature monitoring is another IoT use case where cap-
tured data is small and periodic that showcases the need for
efficient streaming of continuous appends.
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5.1 Software Distribution

We used the edge file system to deploy a new software version
to edge devices. We built three Java projects: (1) Guava library
release 32.0.1[2] (3197 Java files); (2) PathFS server codebase (130
Java files); and (3) PathFS driver that includes 8 Java classes and
approximately 3,000 lines of code in total. The scenario assumes that
the developer who creates the new software is located in California
and the deployer who deploys the new version on their device
is in Montreal (two hops away with an average total RTT of 81
milliseconds). The experiment starts with the developer copying the
new version of the software to a shared directory on the California
datacenter. Then, in Montreal, the deployer accesses the shared
directory and builds using Maven.

Figure 4 shows the average time it takes to build Guava, the
PathFS server, and the PathFS driver over PathFS, NFS, and own-
Cloud. Results are averages over ten runs and are normalized by
the PathFS values, the absolute numbers in seconds are shown atop
the bars. Standard deviations are below 10% in all cases.

NFS takes longer than PathFS on all projects. Both PathFS and
NFS use an on-demand replication approach that ensures that un-
necessary files, such as git history or other modules or libraries
that are present in the repository but are not accessed as part of the
build process are not fetched. However, NFS does not fully lever-
age data locality, as it does not have permanent storage local to
edge or core datacenters. For example, all writes require blocking
communication with the root datacenter. PathFS performs them to
the local node’s storage and propagates them in the background.
The absence of data locality, especially on big projects, made NFS
at least 2 times slower than PathFS.

ownCloud requires a full synchronization that pulls all files
from the server. Every sync request runs a lookup on all files and
directories to detect changes since the last sync, updated files are
then pulled. This policy is beneficial when most of the files will
be used by the build process (the Guava and PathFS driver cases).
However, this approach can lead to slow build times if there are
unused files, such as other modules or libraries present in the same
repository, or a large volume of documentation files. This is the
case for PathFS server codebase, resulting in the building process
taking 7 times longer with ownCloud compared to PathFS.

5.2 Object Detection

We emulate a set of cameras regularly capturing images of a pro-
duction line. The images are then processed by an image analysis
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job that performs object detection. The cameras are connected to
the New York edge node, and the object detection task runs on the
Ohio core node. Every 30 seconds, each camera copies a 200KB
image from the COCO dataset [1] to the shared directory as a new
file. We vary the number of cameras between 1 and 32. Cameras
start with random delays to ensure that the workload is evenly
spread. For PathFS, the object detection job uses inotify to find out
if a new image was created. For NFS and ownCloud, which do not
provide a notification mechanism, the object detection job polls the
directory to check if new files have been added.

Figure 5 shows the end-to-end latency, measured from when
the camera starts writing a new image until the object detection
task finishes the analytics job on that image. PathFS is 85% and 90%
faster than NFS and ownCloud, respectively. PathFS also shows
better scalability, with only a slight increase in average latency as
the number of clients varies from 1 to 32. In contrast, NFS exhibits
rapid degradation in performance as the number of clients increases.
While ownCloud performs better than NFS, it also experiences a
rise in average latency when the number of clients exceeds 8. The
advantages of PathFS are due to two reasons. First, its hierarchical
design enables direct transmission of data from New York to Ohio.
Second, PathFS benefits from update notifications. The object detec-
tion job establishes a watch on /$mountpoint/images. In contrast,
NFS and ownCloud require all requests to pass through the server
running in California, and the lack of a notification mechanism
requires numerous polling attempts.

5.3 Temperature Monitoring

This IoT scenario emulates a collection of thermometers connected
to the New York datacenter that capture periodic readings. Each
thermometer appends its temperature reading every 40 seconds to
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all latency and bandwidth compared to polling.

a separate existing file, resulting in writes of 3 bytes. A monitoring
job running in Ohio calculates the global average temperature for
a given sensor whenever a new reading is added. The experiment
is conducted for 45 minutes. End-to-end latency is defined as the
time elapsed between a thermometer appending a new reading and
the monitoring task recalculating the new average value. Figure 6
shows that PathFS’ latency is substantially lower than the Object
Detection scenario (20 ms vs. 140 ms) as the writes are smaller. NFS,
on the other hand, becomes at least 40 times slower than PathFS
because of the constant metadata and content changes.

5.4 Polling vs. Notifications Microbenchmark

Finally, we assess the benefits of remote notifications. For this
purpose, we place a single writer in Montreal that creates a new di-
rectory every 10 seconds. We then start 6 readers on all other nodes
in the topology. We measure the time it takes for each reader to
notice the creation of the new directory. Figure 7 shows the average
time it takes for readers located on different parts of the topol-
ogy to learn about the creation of the new directory. As expected,
PathFS’ notification mechanism makes it possible for readers to
recognize new directories in a fraction of the time compared to NFS
and ownCloud. The exception is California where NFS achieves
better performance because the NFS server is located on this node.
Additionally, we show the total bandwidth consumed under PathFS,
NFS, and ownCloud. Not surprisingly, PathFS requires much less
network bandwidth.

6 CONCLUSION AND FUTURE WORK

PathFS is a distributed file system designed for hierarchical edge
deployments, embracing their inherent tree-like topology. PathFS
ensures low-latency data access through efficient local reads and
writes. PathFS significantly reduces end-to-end latency in sensor-
to-monitoring jobs compared to NFS and ownCloud. There are
several directions we plan to explore in future work on PathFS.
First, PathFS has the potential to utilize its detailed understanding
of the data previously accessed by applications to predict its future
usage patterns. The exploration of different prefetching methods
is an area for future investigation. Second, though our client mo-
bility strategy is straightforward, it could result in waiting times
since the client may need to pause to allow the data to traverse
the PathFS hierarchy. Delving into mechanisms that can foresee
client movement and preemptively replicate data is another area for
future exploration. Finally, we intend to explore alternative conflict
resolution approaches as part of our future work.
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